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1 Introduction

This specification describes the Server Message Block (SMB) Version 2 Protocol, which supports the
sharing of file and print resources between machines. The protocol borrows and extends concepts

from the Server Message Block (SMB) Protocol, as specified in MS -SMB] . This specification assumes
familiarity with the SMB Protocol, as specified in [MS -SMB], and with the Microsoft Windows®

security concepts specified in MS -SECO].

1.1 Glossary

The following terms are defined in MS-GLOS] :

@GMT token

discretionary access control list (DACL)
Distributed File System (DFS)

file system

file system control (FSCTL)

fully qualified domain name (FQDN)(1)
globally unique identifier (GUID)

main stream

named pipe

named stream

print job

reparse point

security conte xt

security descriptor

security identifier (SID)

security principal

shaps hot

system access control list (SACL)
Unicode

The following terms are speci  fic to this document:

Authenticated Context: The runtime state that is associated with the successful authentication

of a security principal between the client and the server, such as the security principal itself,

the cryptographic key that was generated during authentication, and the rights and privileges

of this security principal.

Branch Cache: Branch Cache is intended to reduce bandwidth consumption on branch
wide area network (WAN) links. Branch Cache clients retrieve content from distributed c
within a branch instead of remote servers. Distributed caches in the branch can either be on
peer clients within the branch or be on dedicated caching servers. Branch Cache details are
specified in section 1 of MS -PCCRC].

Compounded Requests and Responses: A method of combining multiple SMB 2 Protocol

requests or responses into a single transmission request for submission to the underlying
transport.

-office

aches

Connection: Either a TCP or NetBIOS over TCP connection between an SMB 2 Protocol client and

an SMB 2 Protocol server.

Content Information: An opaque blob of data containing a set of hashes for a specific file that

can be used by the application to retrieve the contents of the file using the branch cache.

[MS-SMB2] & v20090924
Server Message Block (SMB) Version 2 Protocol Specification

Copyright © 2009 Microsoft Corporation.

Release: Thursday, September 24, 2009

10 / 317


%5bMS-SMB%5d.pdf
%5bMS-SECO%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-PCCRC%5d.pdf

Create Context: Avariable -length attribute that is sentwith an SMB2 CREATE Request (section
2.2.13 ) or SMB2 CREATE Response _thateither gives extra information about how the create
shall be processed, or returns extra information about how the create was processed. See
sections 2.2.13.2 and 2.2.14.2 .

Credit: Avalue thatis granted to an SMB 2 Protocol clientby an SMB 2 Protocol server that
limits the number of outstanding request s thata client can send to a server.

Durable Open: An open to a file that allows the client to attempt to preserve and reestablish
the open after a network disconnect. It cannot be permissible to a directory, named pipe, or
printer.

I/O Control (IOCTL): A command that is issued to a target file system or target device in order
to query or alter the behavior of the target; or to query oralter the data and attributes that
are associated with the target or the objects that are exposed by the target.

Lease: A lease is a mechanism that is designed to allow clients to dynamically alter their
buffering strategy in a consistent manner in order to increase performance and reduce
network use. The network performance for remote file operations may be increased ifa c lient
can locally buffer file data, which reduces or eliminates the need to send and receive network
packets. Forexample, a client may not have to write information into a file on a remote server
if the client confirms that no other client is accessing th e data. Likewise, the client may buffer
read -ahead data from the remote file if the client confirms that no other client is writing data
to the remote file.

There are three types of leases:

A Aread -caching lease allows a client to cache reads and can be gr anted to multiple clients.

A Awrite -caching lease allows a client to cache writes and byte range locks and can only be
granted to a single client.

A Ahandle -caching lease allows a client to cache open handles and can be granted to
multiple clients.

Alease canbe a combination of one or more of the lease types listed above. When a client

opens a file, it requests that the server grant ita lease on the file. The response from the

server indicates the lease that is granted to the client. The client uses the granted lease to
adjust its buffering policy.

A lease can span multiple opens as well as multiple connections from the same client.

Lease Break:  An unsolicited request that is sent by an SMB 2 Protocol server to an SMB 2
Protocol client to inform the clien t to change the lease state fora file.

Local object store: A system that provides the ability to create, query, modify, or apply policy
to a local resource on behalf of a remote client. The object store is backed by eithera file
system ,a namedpipe ,ora printjob thatisaccessedas a file.

Open: A runtime object that corresponds to a currently established access to a specific file or
named pipe from a specific client to a specific server, using a specific user security context.
Both clients and servers maintain opens that represent active accesses.

Oplock:  An opportunistic lock, or oplock , is a mechanism that is designed to allow clients to
dynamically alter their buffer ing strategy in a consistent manner in order to increase
performance and reduce network use. The network performance for remote file operations
may be increased if a client can locally buffer file data, which reduces or eliminates the need

11 / 317

[MS-SMB2] & v20090924
Server Message Block (SMB) Version 2 Protocol Specification

Copyright © 2009 Microsoft Corporation.

Release: Thursday, September 24, 2009


%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf

tosend and rece ive network packets. Forexample, a client may not have to write information

into a file on a remote server if the client confirms that no other process is accessing the data.

Likewise, the client may buffer read -ahead data from the remote file if the clie nt confirms that
no other process is writing data to the remote file.

There are three types of oplocks

A Anexclusive oplock allowsaclientto open a file for exclusive access and allows the client
to perform amitrary buffering.

A Abatch oplock allows acl ientto keepafile open on the servereven though the local
accessoron the client machine has closed the file.

A AlLevelll oplock indicates that there are multiple readers of a file and no writers.

When a client opens a file, it requests that the server grant it a particular type of oplock on
the file. The response from the server indicates the type of oplock thatis granted to the
client. The clientuses the granted oplock type to adjust its buffering policy.

Oplock Break: An unsolicited request that is sent by an SMB 2 Protocol server to an SMB 2

Protocol client to inform the client to change the oplock levelfor a file.
Sequence Number: A number that uniquely identifies a request and response that is senton an
SMB 2 Protocol connection . For a description of how sequence numbers are allocated, see

sections 3.2.1.1 and 3.3.1.2 .

Session:  An authenticated context that is established between an SMB 2 Protocol clientand
an SMB 2 Protocol server over an SMB 2 Protocol connection  for a specific security principal.
There could be multiple active sessions over a single SMB 2 Protocol connection . The
Sessionld  field in the SMB2 packetheader (section 2.2.1 ) distinguishes the various
sessions

Share: Alocalresource that is offered byan SMB 2 Protocol server for access by SMB 2 Protocol
clients over the network. The SMB 2 Protocol defines three types of shares :file (or disk)
shares , which representa directory tree and its included files; pipe shares , which expose
access to named pipes; and print shares , which provide access to print resources on the
server. Apipe share as defined by the SMB 2 Protocol mustalways have the name "IPC$". A
pipe share mustonly allow named pipe operations and DFS referral requests to itsel f.

Symbolic Link: A symboliclinkis a  reparse point that points to another file system object. The
object being pointed to is called the target. Symbolic links are transparent to users; the links
appearas normal files or direc tories, and can be acted upon by the user orapplication in
exactly the same manner. Symbolic links can be created using the
FSCTL_SET REPARSE_POINT request as specified in MS -FSCC] section 2.3.55. They can be
deleted using the FSCTL_DELETE_REPARSE_POINT request as specified in section 235 of
[MS -FSCC]. Implementing symbolic links is optional fora server.

Tree Connect: A connection by a specific  session on an SMB 2 Protocol client to a specific

share on an SMB 2 Protocol server over an SMB 2 Protocol connection . There could be
multiple tree connects over a single SMB 2 Protocol connection .The Treeld field inthe
SMB2 packet header (section 2.2.1) distinguishes the various tree connects

WorldSid : A SID with the specific value of S -1-1-0.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in  [REC2119] . All statements ofopti  onal behavior use either MAY, SHOULD, or
SHOULD NOT.
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1.2 References

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If

you have any issue with finding a normative reference, please contact dochelp@microsoft.com . We
will assist you in finding the relevant information. Please check the archive site,
http:/msdn2.microsoft.com/en -us/library/E4BD6494 -06AD -4aed -9823 -445E921C9624 , as an

additional source.

[CIFS] Leach, P. and Naik, D., "A Common Internet File System (CIFS/1.0) Protocol", March 1997,
http://www.microsoft.com/about/legal/protocols/BSTD /CIES/draft _-leach -cifs -v1 -spec-02.txt

[FIPS180 -2] Federal Information Processing Standards Publication, "Secure Hash Standard", FIPS

PUB 180 -2, August 2002, http://csrc.nist.gov/publications/fips/f ips180 -2/fips180 -2.pdf
[MS -DF SC] Microsoft Corporation, " Distributed File System (DES): Referral Protocol Specification
July 2006.

[MS -DTYP] Microsoft Comporation,"  Windows Data Types ", March 2007.

[MS -ERREF] Microsoft Corporation, "  Windows Error Codes ", January 2007.

[MS -FSCC] Microsoft Corporation, " File System Control Codes ", July 2006.

[MS - KILE] Microsoft Corporation, " Kerberos Protocol Extensions ", July 2006.

[MS -NLMP] Microsoft Corporation, " NT LAN Manager (NTLM) Authentication Protocol Specification
July 2006.

[MS -PCCRC] Microsoft Corporation,”  Peer Con tent Caching and Retrieval: Content Identification
December 2008.

[MS - RPCE] Microsoft Corporation,"  Remote Procedure Call Protocol Extensions ", July 2006.

[MS -SECO] Microsoft Corporation,”  Windows S ecurity Overview ", December 2006.

[MS -SMB] Microsoft Corporation,”  Server Message Block (SMB) Protocol Specification ", July 2006.
[MS -SPNG] Microsoft Corporation, " Simple and Protected Generic Security Service Application
Program Interface Negotiation Mechanism (SPNEGQ) Protocol Extensions ", July 2006.

[RFC1002] Network Working Group, "Protocol Standard for a NetBIOS Service on a TCP/UDP
Transport: Detailed Specifica  tions", STD 19, RFC 1002, March 1987,
http://Awww .ietf.org/rfc/rfc1002.txt

[RFC2104] Krawczyk, H., Bellare, M., and Canetti, R., "HMAC: Keyed -Hashing for Message
Authentication”, RFC 2104, February 1997, hitp://www .ietf.orq/rfc/rfc2104.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, htio://www.ietf.org/rfc/rfc2119.txt

[RFC2743] Linn, J., "Generic Security Service Application Program Interface Version 2, Update 1",
RFC 2743, January 2000,  http://www.ietforg/rf c/rfc2743 txt

[RFC4178] zZhu, L., Leach, P., Jaganathan, K., and Ingersoll, W., "The Simple and Protected Generic
Security Service Application Program Interface (GSS -API) Negotiation Mechanism", RFC 4178,
October 2005, http://www.ietf.org/rfc/rfc4178.txt
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[UNICODE] The Unicode Consortium, "Unicode Home Page", 2006, http://www unicode .org/

1.2.2 Informative References

[FBSO] Microsoft Corporation, "File System Behavior in the Microsoft Windows Environment", June
2008, http://download.microsoft.com/download/4/3/8/43889780 -8d45 -4b2e -9d3a -
€c696a890309f/File %20Syste m%20Be havior%200verview pdf

[MS - GLOS] Microsoft Corporation,"”  Windows Protocols Master Glossary ", March 2007.

[MSDFS] Microsoft Corpor  ation, "How DFS Works", March 2003,
http://technet2.microsoft.com/Windows Serverfen/library/a9096e 88 -1634 -4dab -b820 -
537341d349061033.mspx

[MSDN - IMPERS] Microsoft Corporation, "Impersonation” http://msdn.microsoft.com/en -
us/library/ms691341.aspx

[OFFLINE] Microsoft Corporation, "Offline Files", January 2005,
http://technet2.microsoft. com/WindowsServerfen/Library/830323a2 -23ca -4875 -af3c -
06671d68ca%9a1033.mspx

1.3 Protocol Overview (Synopsis)

The Server Message Block (SMB) Version 2 Protocol is an extension of the original Sener Message
Block (SMB) Protocol  (as specified in [MS -SMB]and [CIES] ). Both protocols are used by clients to
request file and print services from a server system over the network. Both are stateful protocols in

which clients establish a conn ection to aserver, establish an authenticated context on that
connection, and then issue a variety of requests to access files, printers,and named pipes for

interprocess communication.

The SMB 2 Protocol is a major revision of the exi sting SMB Protoool, as specified in [MS -SMB]. The
packet formats are completely different from those of the SMB Protocol; however, many of the

underlying concepts are carried over. The underlying transports that are used to initiate and accept

connections are either Direct TCP or NetBIOS over TCP transports as specified in MS -SMB] section
2.1.

To retain compatibility with existing clients and servers, the existing SMB Protocol can be used to
negotiate the use of the SMB 2 Protoc ol, as described in section 1.7 . However, the two protocols will
never be intermixed on a specified connection after one is selected during negotiation.

Like its predecessor, which was the original SMB Pro tocol (as specified in [MS  -SMB]), the SMB 2
Protocol supports the following features:

A Establishing one or more authenticated contexts for different security principals on a connection.
A Connecting to multiple shared resources on the target server on a conne ction.
A Opening, reading, modifying, or closing multiple files or named pipes on the target server.

Using the opportunistic locking of files to allow clients to cache data for better performance.

> >

Querying and applying attributes to files or volumes on the t arget server.

>

Canceling outstanding operations.

>

Passing through 10 control code operations to the underlying object store on the server machine.
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A Validating the integrity of requests and responses.

The SMB 2 Protocol provides several enhancements in additio n to the preceding features:

A Allowing an open to a file to be reestablished aftera client connection becomes temporarily
disconnected.

A Allowing the server to balance the number of simultaneous operations that a client can have
outstan ding at any time.

A Providing scalability in terms of the number of shares , users, and simultaneously open files.
A Supporting symbolic links.
A Using a stronger algorithm to validate the integrity of requests and responses.

The SMB 2.1 dia lect introduces the following enhancements:

A Allowing a client to indicate support for multiple SMB 2 dialects in a multi -protocol negotiate
request.

A Allowing a client to obtain and preserve client caching state across multiple opens from the same
client.

A Allowing a client to mark individual write operations on unbuffered handles to be treated as
write -through.

A Allowing a client to retrieve hashes of a file for use in branch cache retrieval, as specified in MS -

PCCRC].

1.4 Relationship to Other Protocols

The Server Message Block (SMB) Version 2 Protocol may be negotiated by using an SMB negotiate,
as specified in  [MS -SMB] section 1.7. After a dialect of the SMB 2 Protocol is selected during
negotiation, all messages that are senton the connection (including the negotiate response)will be
SMB 2 Protocol messages, as specified in this document, and no further SMB traffic w illbe
exchanged on the connection.

For authentication, the SMB 2 Protocol relies on Simple and Protected GSS -API Negotiation
(SPNEGO), as specified in [REC4178] and [MS-SPNG], which in turn may rely on the Kerberos
Protocol Extensions (as specified in MS -KILE] ) or the NT LAN Manager (NTLM) Authentication
Protoool (as specified in MS -NLMP]).

The SMB 2 Protocol uses  either TCP or NetBIOS over TCP as underlying transports.

Machines using the SMB 2 Protocol can use the Distributed File System (DFS): Referral Protocol as
specified in  [MS -DESC] to resolve names from a namespace distributed acr 0ss many servers and
geographies into local names on specific file servers.

DFS clients communicate with DFS servers via referral requests/responses conveyed in SMB2 IOCTL
messages, analogous to a file system client performing control operations on a remot e object store
via requests/responses conveyed in SMB2 IOCTL messages. The communication between the SMB2
serverand the DFS server (or SMB2 server and object store), for the purpose of performing the

specified IOCTL operations, is local to the server mach ine, and takes place via implementation -
dependent means.
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The Remote Procedure Call Protocol Extensions, as specified in MS -RPCE], define an RPC over SMB
Protocol or SMB 2 Protocol sequence that can use SMB 2 Protocol named pip es as its underlying
transport. The selection of protocol is based on client behavior during negotiation, as specified in

section 1.7.

1.5 Prerequisites/Preconditions

The Server Message Block (SMB) Version 2 Protocolassumes the availability of the following
resources:

A Either TCP or NetBIOS over TCP to support reliable, in -order message delivery.

A An underlying local resource, such as a file system on the server side, exposing file, named pipe,
or printer objects.

A Infrastructure that supports Simple and Protected GSS -API Negotiation (SPNEGO), as specified in
[REC4178] and [MS-SPNG], on both the client and the server.

1.6 Applicability Statement

The Server Message Block (SMB) Version 2 Protocol <1> is applicable for all scenarios that involve
transferring files between client and server. The SMB 2 Protocol is also applicable for inter -process
communication between clientand server using hamed pipes.

The SMB 2 Protocol may be more applicable than t he SMB Protocol in scenarios that require the
following features:

A Higherscalability of the number of files that a client may open simultaneously, as well as the
number of shares and user sessions that servers may maintain.

A Quality of Service guarantees from the server for the number of requests that can be outstanding
againsta server at any specified time.

A Symbolic link support.

A Strongerend -to-end data integrity protection, using the HMAC -SHA256 hash algorithm. The
HMAC-SHA256 hash is specified in  [FIPS180 -2] and [REC2104] .

A Improved throughput across networks that have disparate characteristics.

A Improved resilie nce to intermittent losses of network connectivity.

1.7 Versioning and Capability Negotiation
This document covers versioning in the following areas:

A Supported Transports: This protocol can be implemented on top of NetBIOS or TCP, as defined in
section 2.1.

A Protoool Versions: This protocol supports several capability bits. These are defined in section

225 .
A Security and Authentication Methods: The SMB 2 Protocol supports authentication through the
use o fthe Generic Security Service Application Programming Interface (GSS -API), as specified in
MS -SPNG] .
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A Capability Negotiation: Though the semantics and the command set for the SMB 2 Protocol
closely match the  SMB Protocol , as specified in [MS -SMB], the wire format for SMB 2 Protocol
packets is different from that of the SMB Protocol. For maintaining interoperability between
clients and servers in a mixed SMB 2/SMB Protocol environment, the SMB 2 Protoco Icanbe
negotiated in one of two ways:

A By using an SMB negotiate message (as specified in [MS -SMB] sections 2.2.2 and 3.2.4.2.2 )
with one of the new dialect strings: "SMB 2.002" or "SMB 2.?2?7?".

A Byusin gan SMB2 NEGOTIATE Request , as specified in section 223 .

If a client uses an SMB negotiate message to indicate to an SMB 2 Protocol i capable serverthat it
requests to use SMB 2, the server must respond with an SMB2 NEGOTIATE Response _ as specified in
section 2.2.4 .

A client that maintains a runtime cache foreach serverwith which it communicates, including
whether the server is SMB 2 Protocol i capable,would then use an SMB2 NEGOTIATE Request (as
specified insection  2.2.3 )in future attempts to connect to any server whose cached entry indicates
support for the SMB 2 Protocol.

Servers capable of only the SMB 2 Protocol would reject communication with traditional SMB
Protoool clients thatdo not offer "SMB 2.002" or "SMB 2.???" as a negotiate dialect,and ac cept
communication only from SMB 2 Protocol clients.

There are currently two dialects of the SMB 2 Protocol. Negotiating the SMB 2.1 dialect implies

support for the requests and responses as specified in this document, unless specifically noted

othewise. Negotiating the SMB 2.002 dialect implies support for the requests and responses as

specified in this document, except those explicitly marked for the SMB 2.1 dialect. Certain

functionalities are negotiated through the exchange of capabilities as specified in sections 2.2.3 and
224 .

The following state diagram illustrates dialect negotiation in the SMB 2.1 server. In this diagram,

state transitions occur  as the SMB_COM_NEGOTIATE, SMB2 NEGOTIATE, and other requests are

received from the client. The server uses a per -connection variable,  Connection.NegotiateDialect ,
to represent the current state of dialect negotiation between clientand server on each transport

connection.
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MNEGOTIATE OTHER NEGOTIATE

REQUEST REQUEST

Figure 1: Connection.NegotiateDialect State Transitions in SMB 2.1 Server
1.8 Vendor - Extensible Fields
There are no vendor -extensible fields for the Server Message Block (SMB) Version 2 Protocol.

1.9 Standards Assignments

This protocol shares the standards assignments of TCP port and NetBIOS -over -TCP port, as specified
in [MS -SMB] section 1.9and [REC1002] , respectively.
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2 Messages

The following sections specify how Server Message Block (SMB) Version 2 Protocol messages are
encapsulated on the wire and common SMB 2 Protocol data types.

2.1 Transport

The Server Message Block (SMB) Version 2 Protocolshares only direct TCP and NetBIOS over TCP
transports and endpoints specified in the original Server Message Block (SMB) Protocol (as specified

in [MS - SMB] section 2.1).

When the SMB 2 Protocol is negotiated on the connection, there is no inheritance of the base SMB
Protocol state. The SMB 2 Protocol takes over the transport connection that is initially used for
negotiation, and thereafter, all protocol flow on that connection MUST be SMB 2 Protocol.

2.2 Message Syntax

The SMB 2 Protocol is composed of, and driven by, message exchanges between the client and the
server in the following categories:

A Protoool negotiation (SMB2 NEGOTIATE)
User authentication (SMB2 SESSION_SETUP, SMB2 LOGOFF)

Share access (SMB2 TREE_CONNECT, SMB2 TREE_DISCONNECT)

> > >

File access (SMB2 CREATE, SMB2 CLOSE, SMB2 READ, SMB2 WRITE, SMB2 LOCK, SMB2 IOCTL,
SMB2 QUERY_INFO, SMB2 SET_INFO, SMB2 FLUSH, SMB2 CANCEL)

Directory access (SMB2 QUERY_DIRECTORY, SMB2 CHANGE_NOTIFY)

> >

Volum e access (SMB2 QUERY_INFO, SMB2 SET_INFO)
A Cache coherency (SMB2 OPLOCK_BREAK)
A Simple messaging (SMB2 ECHO)

The SMB 2.1 dialect in the SMB 2 Protocol enhances the following categories of messages in the
SMB 2 Protocol:

A Protocol Negotiation (SMB2 NEGOTIATE)

A Share Access (SMB2 TREE_CONNECT)

A File Access (SMB2 CREATE, SMB2 WRITE)

A Cache Coherency (SMB2 OPLOCK_BREAK)

A Hash Retrieval (SMB2 FSCTL)

This document specifies the messages in the preceding lists.

An SMB 2 Protocol message is the payload packet encapsulated in a transport packet.

All SMB 2 Protocol messages begin with a fixed -length SMB2 header that is described in section
2.2.1 . The SMB2 header contains a Command field indicating the operation code that is requested
by the client or responded to by the server. An SMB 2 Protocol message is of variable length,
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dependingonthe Command field in the SMB2 headerand on whether the SMB 2 Protocol message
is a clie ntrequest ora server response.

Unless otherwise specified, multiple -byte fields (16 -bit, 32 -bit, and 64 -bit fields) in an SMB 2

Protocol message MUST be transmitted in little -endian order (least  -significant byte first).

Unless otherwise indicated, numeri c fields are integers of the specified byte length.

Unless otherwise specified, all textual strings MUST be in Unicode version 5.0 format, as specified

in [UNICODE] , using the 16 -bit Unicode Transformation Format (UTF -16) form of the encoding.
Textual strings with separate fields identifying the length of the string MUST NOT be null -terminated

unless othenwise specified.

Unless otherwise noted, fields marked as "unused" M UST be set to 0 when being sentand MUST be
ignored when received. These fields are reserved for future protocol expansion and MUST NOT be
used for implementation  -specific functionality.

When it is necessary to insert unused padding bytes into a buffer for data alignment purposes, such
bytes MUST be set to 0 when being sent and MUST be ignored when received.

When an error occurs, a server MUST send backan SMB 2 Protocol error response as specified in

section 2.2.2 , unless othemwise noted in section 3.3.
All constants in section 2 and 3 that begin with STATUS_ have their values defined in MS -ERREF
section 2.3.

Operations executed on a printer share are handled on the server by creating a file, and printing the
contents of the file when it is closed. Unless otherwise specified, descriptions in this document
conceming protocol behavior for files also apply to pri nters. More information about processing
specific to printers is specified in section 2.2.13 .

2.2.1 SMB2 Packet Header
The SMB2 Packet Header (also called the SMB2 header) is the header of all SMB 2 Protocol packets.

There are two variants of this header:

A ASYNC

A SYNC

Ifthe SMB2_FLAGS_ASYNC_COMMAND bit is set in Flags , the header takes the form: SMB2
Protocol Header 1 ASYNC (section 2.2.1.1 ). This header format is used for responses to requests
processed asynchronously by SMB2 server. For more det ails referto sections 3.3.4.2 ,325.14 and

3.2.4.24 .The SMB2 CANCEL Request uses this format for canceling requests thatare being
processed asynchronously.

If the SMB2_FLAGS_ASYNC_COMMAND bit is not set in Flags , the header takes the form: SMB2
Protocol Header 1 SYNC (section 2.2.1.2 ). This formatis used for all requests with the exception of
the SMB2 CANCEL Request to cancel a previously sent request being processed asynchronously.

2.2.1.1 SMB2 Packet Header - ASYNC

Ifthe SMB2_FLAGS_ASYNC_COMMAND bit is set in Flags , the header takes the following form.
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1 2 3
0|1|2|3|4|5|6(7|8|9|0|1|(2|3|4(5|6|7|8|9[0|1|2[3|4(5|6]|7[8]|9|0(1
Protocolld
StructureSize CreditCharge
Status

Command CreditRequest/Response
Flags
NextCommand
Messageld
Asyncld
Sessionld
Signature
Protocolld (4 bytes): The protocol identifier. The value MUST be (in network order) OxFE, 'S/,
'M', and 'B'.
StructureSize (2 bytes): MUST be set to 64, which is the size, in bytes, of the SMB2 header
structure.
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Status (4 bytes):

Command (2 bytes):

Flags (4 bytes):

CreditCharge (2 bytes):

following valid commands:

MS -ERREF] section 2.3.

The command code of this packet. This field MU

In the SMB 2.002 dialect, this field MUST NOT be used and MUST be
reserved. The sender MUST set this to 0,and the receiver MUST ignore it. In the SMB 2.1
dialect, this field indicates the number of credits that this request consumes.

The status code for a response. For a request, the client MUST set this field
to 0 and the server MUST ignore it on receipt. Fora response, this field can be set to any
value. For a list of valid status codes, see

ST contain one of the

Name Value

SMB2 NEGOTIATE 0x0000
SMB2 SESSION_SETUP 0x0001
SMB2 LOGOFF 0x0002
SMB2 TREE_CONNECT 0x0003
SMB2 TREE_DISCONNECT 0x0004
SMB2 CREATE 0x0005
SMB2 CLOSE 0x0006
SMB2 FLUSH 0x0007
SMB2 READ 0x0008
SMB2 WRITE 0x0009
SMB2 LOCK 0x000A
SMB2 IOCTL 0x000B
SMB2 CANCEL 0x000C
SMB2 ECHO 0x000D
SMB2 QUERY_DIRECTORY 0x000E
SMB2 CHANGE_NOTIFY 0x000F
SMB2 QUERY_INFO 0x0010
SMB2 SET_INFO 0x0011
SMB2 OPLOCK_BREAK 0x0012

CreditRequest/Response (2 bytes):

MUST set this field to 1.

On a request, this field indicates the number of
the client is requesting. On a response, it indicates the number of credits granted to the client.
If a client does not require more credits, it

A flags field, which indicates how to process the operation. This field MUST be
constructed using the following values:

credits

[MS-SMB2] & v20090924
Server Message Block (SMB) Version 2 Protocol Specification

Copyright © 2009 Microsoft Corporation.

Release: Thursday, September 24, 2009

22 [ 317


%5bMS-ERREF%5d.pdf

Value Meaning

SMB2_FLAGS_SERVER_TO_REDIR When set, indicates the message is a response rather than
0x00000001 a request. This MUST be seton responses sent from the
server to the client, and MUST NOT be set on requests
sentfrom the client to the server.

SMB2_FLAGS_ASYNC_COMMAND When set, indica tes that this is an ASYNC SMB2 header.
0x00000002 Always set for headers of the form described in this
section.

SMB2_FLAGS_RELATED_OPERATIONS When set in an SMB2 request, indicates that this request

0x00000004 is arelated operation in a compounded request chain. Th e
use of this flag in an SMB2 request is as specified in
3.24.14 .
When set inan SMB2 response, indicates that the request
corresponding 1o this response was part of a related
operation in a compounded r equest chain. The use of this
flag in an SMB2 response is as specified in 33.5.26.2 .
SMB2_FLAGS_SIGNED When set, indicates that this packet has been signed. The
0x00000008 use of this flag is as specifi edin 3.1.5.1 .
SMB2_FLAGS_DFS_OPERATIONS When set, indicates that this command is a Distributed
0x10000000 File System (DFS) operation. The use of this flag is as
specifiedin  3.3.5.9 .
NextCommand (4 bytes): For a compounded request, this field MUST be set to the offset, in
bytes, from the beginning of this SMB2 header to the start of the subsequent 8 -byte aligned
SMB2 header. If this is nota compounded request, or this is the last header in a compounded
requ est, this value MUST be 0.
Messageld (8 bytes): Avalue that identifies a message request and response uniquely across
all messages thatare senton the same SMB 2 Protocol transport connection.
Asyncld (8 bytes): A unique identification number that is ¢ reated by the server to handle
operations asynchronously, as specified in section 3.34.2 .
Sessionld (8 bytes): Uniquely identifies the established session for the command. This MUST

be 0 for requests that do not have a user context that is associated with them. This MUST be

0 for the first SMB2 SESSION_SETUP Request fora specified security principal. The f ollowing
SMB 2 Protocol commands do not require the Sessionld  to be setto a nonzero value received
froma previous SMB2 SESSION_SETUP Response . Sessionld SHOULD<2> be setto O for the

following commands:

A SMB2 NEGOTIATE request

SMB2 NEGOTIATE response

SMB2 ECHO request

SMB2 ECHO response

> > > >

SMB2 CANCEL request

Signature (16 bytes): The 16 -byte signature of the message, if SMB2_FLAGS_SIGNED is set in

the Flags field of the SMB2 header. If t he message is not signed, this field MUST be 0.
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2.2.1.2 SMB2 Packet Header - SYNC

If the SMB2_FLAGS_ASYNC_COMMAND bit is notset in Flags , the header takes the following form.
1 2 3
0|1(2(3|4|5|6|7[8[9]0]|1|2|3|4(5(6|7|8]9|]0(1(2(3|4|5]|6|7(8[9|0]1
Protocolld
StructureSize CreditCharge
Status
Command CreditRequest/Response
Flags
NextCommand
Messageld
Processld
Treeld
Sessionld
Signature
Protocolld (4 bytes): The protocol identifier. The value must be (in network order) OXFE, 'S',
'M', and 'B'.
StructureSize (2 bytes): This MUST be set to 64, which is the size, in bytes, of the SMB2

header_structure.
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Statu s (4 bytes):

Command (2 bytes):

CreditCha rge (2 bytes):

following valid commands.

MS -ERREF] section 2.3.

In the SMB 2.002 dialect, this field MUST NOT be used and MUST be
reserved. The sender MUST set this to 0, and the receiver MUST ignore it. In the SMB 2.1
dialect, this field indicates the number of credits that this request consumes.

The status code for a response. For a request, the client MUST set this field
to 0 and the server MUST ignore it on receipt. Fora response, this field can be set to any
value. For a list of valid status codes, see

The command code of this packet. This field MUST contain one of the

Name Value

SMB2 NEGOTIATE 0x0000
SMB2 SESSION_SETUP 0x0001
SMB2 LOGOFF 0x0002
SMB2 TREE_CONNECT 0x0003
SMB2 TREE_DISCONNECT 0x0004
SMB2 CREATE 0x0005
SMB2 CLOSE 0x0006
SMB2 FLUSH 0x0007
SMB2 READ 0x0008
SMB2 WRITE 0x0009
SMB2 LOCK 0x000A
SMB2 IOCTL 0x000B
SMB2 CANCEL 0x000C
SMB2 ECHO 0x000D
SMB2 QUERY_DIRECTORY 0x000E
SMB2 CHANGE_NOTIFY 0x000F
SMB2 QUERY_INFO 0x0010
SMB2 SET_INFO 0x0011
SMB2 OPLOCK_BREAK 0x0012

CreditRequest/Response (2 bytes):

On a request, this field indicates the number of credits

the client is requesting. On a response, it indicates the number of credits granted to the c lient.
Flags (4 bytes): A flags field, which indicates how the operation mustbe processed. This field
MUST be constructed using the following values:
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Value

Meaning

SMB2_FLAGS_SERVER_TO_REDIR
0x00000001

When set, indicates the message is a response, rather
than a request. This MUST be seton responses sent from
the server to the clientand MUST NOT be seton requests
sentfrom the client to the server.

SMB2_FLAGS_ASYNC_COMMAND
0x00000002

When set, indica tes that this is an ASYNC SMB2 header.
This flag MUST NOT be set when using the SYNC SMB2
header.

SMB2_FLAGS_RELATED_OPERATIONS
0x00000004

When set in an SMB2 request, indicates that this request
is arelated operation in a compounded request chain. The

use of this flag inan SMB2 request is as specified in
3.24.14 .

When set inan SMB2 response, indicates that the request
corresponding 1o this response was part of a related

operation in a compounded requ estchain. The use of this
flag in an SMB2 response is as specified in 33.5.26.2 .

SMB2_FLAGS_SIGNED
0x00000008

When set, indicates that this packet has been signed. The
use of this flag is as specified in 31.5.1 .

SMB2_FLAGS_DFS_OPERATIONS
0x10000000

When set, indicates that this command is a DFS operation.
The use of this flag is as specified in 3.35. 9.

NextCommand (4 bytes): Fora compounded request , this field MUST be set to the offset, in
bytes, from the beginning of this SMB2 header to the start of the subsequent 8 -byte aligned
SMB2 header. If this is nota compounded request, or this is the last header in a compounded
request, this value MUST be 0.

Messageld (8 bytes): A value that identifies a message request and response uniquely across
all messages thatare senton the same SMB 2 Protocol transport connection.

Processld (4 bytes): The client -side identification of the process that is issuing the request.

Treeld (4 bytes): Uniquely identifies the tree connect  for the command. This MUST be O for
the SMB2 TREE_CONNECT Request . The Treeld MAY be any unsigned 32 -bit integer that is
received from a previous SMB2 TREE_CONNECT Response . The following SMB 2 Protocol
commands do not require the Treeld to be settoa nonzero value received froma previous
SMB2 TREE_CONNECT Response. Treeld SHOULD be set to O for the following commands:

SMB2 NEGOTIATE Request

SMB2 NEGOTIATE Response

SMB2 SESSION_SETUP Request

SMB2 SESSION_SETUP Response

SMB2 LOGOFF Reguest

SMB2 LOGOFF Response

SMB2 ECHO Request

> > > > > > > >

SMB2 ECHO Response
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A SMB2 CANCEL Request

Sessionld (8 byt es): Uniquely identifies the established session for the command. This MUST
be 0 for requests that do not have a user context that is associated with them. This MUST be
0 for the first SMB2 SESSION_SETUP Request fora specified security principal. The fol lowing
SMB 2 Protocol commands do not require the Sessionld to be set to a nonzero value received
from a previous SMB2 SESSION_SETUP Response. Sessionld SHOULD be set to O for the
following commands:

A SMB2 NEGOTIATE Request
SMB2 NEGOTIATE Response
SMB2 ECHO Request

SMB2 ECHO Response

> > > >

SMB2 CANCEL Request

Signature (16 bytes): The 16 -byte signature of the message, if SMB2_FLAGS_SIGNED is set in
the Flags field of the SMB2 header. If the message is not signed, this field MUST be 0.

2.2.2 SMB2ERROR Response Packet

The SMB2 ERROR Response packet is sent by the server to respond to a request that has failed or
encountered an error. This response is composed of an SMB2 Packet Header (section 2.2.1 )followed
by this response structure.

StructureSize Reserved

ByteCount

ErrorData (variable)

StructureSize (2 bytes): The server MUST set this field to 9, indicating the size of the
response structure, not including the header. The server MUST set it to this value regardless

of how long ErrorData [ actually is in the response being sent.

Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. The server MUST set
this to 0, and the client MUST ignore it on receipt.

ByteCount (4 bytes): The number of bytes of data contained in ErrorD ata [J.

ErrorData (variable): Avariable -length data field that contains extended error information. If
the Status code in the header of the response is setto STATUS_STOPPED_ON_SYMLINK, this
field MUST contain a Symbolic Link Error Response as specified i nsection 2.2.2.1 .Ifthe
ByteCount field is zero then the server MUST supply an ErrorData  field that is one byte in
length, and SHOULD set that byte to zero; the client MUST ignore it on receipt. <3>_
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2.2.2.1 Symbolic Link Error Response

The Symbolic Link Error Response is used to indicate thata symbolic link was encountered on

create; it describes the target path that the client must use if it requires to follow the symbolic link.

This structure is contained in the ErrorData  sectionoft he SMB2 ERROR Response (section 2.2.2 ).
This structure MUST NOT be returned in an SMB2 ERROR Response unless the Status code in the
headerofthat respons e is setto STATUS_STOPPED_ON_SYMLINK. <4> The structure has the
following format.

01234567893123456789312345678931
SymLinkLength
SymLinkErrorTag
ReparseTag
ReparseDatalLength UnparsedPathLength
SubstituteNameOffset SubstituteNameLength
PrintNameOffset PrintNameLength
Flags
PathBuffer (variable)

SymLinkLength (4 bytes): The length, in bytes, of the response including the variable -length
portion and excluding  SymLinkLength

SymLinkErrorTag (4 bytes): The server MUST set this field to 0x4C4D5953.

ReparseTag (4 bytes): The type of link encountered. The server MUST set this field to
0xA000000C.

ReparseDatalLength (2 bytes): The length, in bytes, of the variable -length portion of the
symbolic link error response plus the size of the static portion, not including SymLinkLength ,
SymLinkErrorTag , ReparseTag , ReparseDatalLength ,and UnparsedPathLength . The
server MUST set this to the size of PathBuffer [], in bytes, plus 12. (12 is the size of
SubstituteNameOffset , SubstituteNameLength , PrintNameOffset , PrintNameLength ,
and Flags .)

UnparsedPathLength (2 bytes): The length, in bytes , of the unparsed portion of the path.

The unparsed portion of the path is the length of the path following the symbolic link.
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SubstituteNameOffset (2 bytes): The offset, in bytes, from the beginning of the PathBuffer
field, at which the substitute name i s located. The substitute name is the name the client
MUST use to access this file if it requires to follow the symbolic link.

SubstituteNameLength (2 bytes): The length, in bytes, of the substitute name string. If
there is a NULL termination at the end o f the string, it is not included in the
SubstituteNameLength count. This value MUST be greater than or equal to 0.

PrintNameOffset (2 bytes): The offset, in bytes, from the beginning of the PathBuffer  field,
at which the print name is located. The print n ame is the user -friendly name the client MUST

retum to the application if it requests the name of the symbolic link target.

PrintNameLength (2 bytes): The length, in bytes, of the print name string. If there is a NULL
termination at the end of the string , itis not included in the PrintNameLength count. This
value MUST be greater than orequal to O.

Flags (4 bytes): A 32 -bit bit field that specifies whether the substitute is an absolute target
path name or a path name relative to the directory containing the symbolic link.

This field contains one of the values in the table below.

Value Meaning

0x00000000 The substitute name is an absolute target path name.
SYMLINK_FLAG_RELATIVE When this Flags value is set, the substitute name is a path name
0x00000001 relative o the directory containing the symbolic link.

PathBuffer (variable): A buffer that contains the Unicode strings for the substitute name and
the print name, as described by Substitute NameOffset , Substitute NameLength ,
PrintNameOffset ,and PrintNameLength . The substitute name string MUST be a Unicode
path to the target of the symbolic link. The print name string MUST be a Unicode string,
suitable for display to a user, that also identifies the targe t of the symbolic link.

A For an absolute target that is on a remote machine, the server MUST return the path in the

format " \??\UNC\server \share \..." where server is replaced by the target server name,
share is replaced by the targetshare name, and ... is replaced by the remainder of the
path to the target.

A The server SHOULD NOT retum symbolic link information with an absolute target that is a
local resource, because local evaluation will vary based on client operating system

(0S). <5>

A For a relative target, the server MUST return a path that does not start with " \". The path
MUST be evaluated, by the calling application, relative to the directory containing the
symbolic link. The path can contain either "." to refer to the current direc tory or".." to

refer to the parent directory, and could contain multiple elements.

For more information on absolute and relative targets, see Handling the Symbolic Link Error
Response (section 2.2.2.1.1 ).

2.2.2.1.1 Handling the Symbolic Link Error Response

If a symbolic link error response is received, it MUST be processed by the calling application as
follows:
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1. The unparsed portion of the original path name that is located at the end of the path -name string
MUST be extracted.

The size, in bytes, of the unparsed portion is specified in the UnparsedPathLe ngth field. The
byte count MUST be used from the end of the p ath -name string and walked backward to find the
starting location of the unparsed bytes.

2. Ifthe SYMLINK_FLAG_RELATIVE flag is not set in the Flags field of the symbolic link error
response, the unparsed portion of the file name MUST be appended to the subs titute name to
create the new target path name.

3. Ifthe SYMLINK_FLAG_RELATIVE flag is set in the Flags field of the symbolic link error response,
the symbolic link name MUST be identified by backing up one path name element from the
unparsed portion of the path name. The symbolic link MUST be replaced with the substitute name
to create the new target path name.

The following clarifies handling of the symbolic link error response:

A An absolute symbolic link located on the server links " \\MachX\ShareY \Public\ProtocolDocs" to
"\??\D:\DonHall \MiscDocuments \PDocs".

1. The originalopen request is for " \\MachX\ShareY \Public\ProtocolDocs \DailyDocs \[MS -
SMB].doc".
2. The server returns a symbolic link error response with the following data:

A UnparsedPathLength field value of 0x2E

A PathBuffer  containing the Unicode string substitute name and print name
"\??\D:\DonHall \MiscDocuments \PDocsD: \DonHall \MiscDocuments \PDocs"

A SubstituteNameoffset 0x00
A SubstituteNa  melength  0x44

The unparsed portion of the path name will be " \DailyDocs \[MS -SMB].doc". Appending the
substitute name with the unparsed portion of the file name gives the new target path name of
"\??2\D:\DonHall \MiscDocuments \PDocs\DailyDocs \[MS -SMB].doc".

A A relative symbolic link located on the server links " \\MachX\ShareY \Public\ProtocolDocs" to
"..\DonHall \Documents \PDocs".

1. The originalopen request is for " \\MachX\ShareY \Public\ProtocolDocs \DailyDocs \[MS -
SMB].doc".

2. The server returns a symbolic link error response with the following data:

A UnparsedPathLength field value of 0Ox2E

A PathBuffer  containing the Unicode string substitute name and printname
"..\DonHall \Documents \PDocs..\DonHal \Documents \PDocs"

A SubstituteNameoffset 0x00
A SubstituteNamelength 0x34

The symbolic link name in this case is "ProtocolDocs".
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Replacing the symbolic link name "ProtocolDocs" in the original open request (path name

"\\MachX\ShareY \Public\ProtocolDocs \DailyD ocs\[MS -SMB].doc") with the substitute name
"..\DonHall \Documents \PDocs" gives the new target path name

"\\MachX\ShareY \Public\..\DonHall \Documents \PDocs\DailyDocs \[MS -SMB].doc". Because ""

and ".." are not permitted as components ofa pathname to be sent over the wire, before

reissuing the SMB2 CREATE request the client MUST first eliminate the ".." by normalizing the

new target pathname to " \\MachX\ShareY \DonHall \Documents \PDocs\DailyDocs \[MS -SMB].doc".

2.2.3 SMB2 NEGOTIATE Request

The SMB2 NEGOTIATE Requestpacket is used by the client to notify the serverwhat dialects of the
SMB 2 Protocol the client understands. This request is composed of an SMB2 header , as specified in
section 2.2.1 ,followed by this request structure.

StructureSize DialectC ount

SecurityMode Reserved

Capabilities

ClientGuid

ClientStartTime

Dialects (variable)

StructureSize (2 bytes): The client MUST set this field to 36, indicating the size of a
NEGOTIATE request. This is not the size of the structure with a single dialect in the Dialects ]
array. This value MUST be set regardless of the number of dialects sent.

DialectCount (2 bytes): The number of dialects that are contained in the Dialects [Jarray.
This value MUST be greater than 0.
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SecurityMode (2 bytes): The security mode field specifies whether SMB signing is enabled,

required at the server, or both. This field MUST be construct ed using the following values.
Value Meaning
SMB2_NEGOTIATE_SIGNING_ENABLED When set, indicates that security signatures are enabled
0x0001 on the client. The client MUST set this bit if the

and MUST NOT set this bit if the

server MUST ignore this bit.

SMB2_NEGOTIATE_SIGNING_REQUIRED bit is not set,

SMB2_NEGOTIATE_SIGNING_REQUIRED bit is set. The

SMB2_NEGOTIATE_SIGNING_REQUIRED When set, indicates that security signatures are

0x0002 required by the client.
Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. The client MUST set
this to 0, and the server MUST ignore it on receipt.
Capabilities (4 bytes): Specifies protocol capabilities for the client. This field MUST be
constructed using the following values.
Value Meaning
SMB2_GLOBAL_CAP_DFS When set, indicates that the client supports DFS.
0x00000001
ClientGuid (16 bytes): It MUSTbe a GUID generated by the client, if the client implements
SMB 2.1 dialect. Othemnwise, the client M UST set this to 0, and the server MUST ignore iton
receipt.
ClientStartTime (8 bytes): This field MUST NOT be used and MUST be reserved. The client
MUST set this to 0, and the server MUST ignore iton receipt.
Dialects (variable): An array ofone ormor e supported dialect revision numbers. The array
MUST contain at least one of the following values. <6>
Value Meaning
0x0202 SMB 2.002 dialect revision number. <r>
0x0210 SMB 2.1 dialect revision number. <8>

2.2.4 SMB2 NEGOTIATE Response

The SMB2 NEGOTIATE Response packet is sent by the server to notify the client of the preferred
common dialect. This response is composed of an SMB2 header , as specified in section
followed by this response structure.
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0|1|2|3|4|5|6|7|8[9|0|12|2|3|4|5(6|[7|[8[9(0(1(23[4(5([6(7 0|1
StructureSize SecurityMode
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DialectRevision Reserved

ServerGuid

Capabilities

MaxTransactSize

MaxReadSize

MaxWriteSize

SystemTime

ServerStartTime

SecurityBufferOffset SecurityBufferLength

Reserved2

Buffer (variable)

StructureSize (2 bytes): The server MUST set this field to 65, indicating the size of the
response structure, not including the header. The server MUST set it to this value, regardless
of how long Buffer []actuallyis in the response being sent.

SecurityMode (2 bytes): The securi ty mode field specifies whether SMB signing is enabled,
required at the server, or both. This field MUST be constructed using the following values.
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Value Meaning

SMB2_NEGOTIATE_SIGNING_ENABLED When set, indicates that security signatures are enabled
0x0001 on the server. The server MUST set this bit, and the
client MUST return
STATUS_INVALID_NETWORK_RESPONSE if the flag is
missing.

SMB2_NEGOTIATE_SIGNING_REQUIRED When set, indicates that securi ty signatures are
0x0002 required by the server.

DialectRevision (2 bytes): The preferred common SMB 2 Protocol dialect number from the

Dialects array that is sent in the SMB2 NEGOTIATE Request (SECTION 2.2.3 ) or the SMB2

wildcard revision number. The server SHOULD set this field to one of the following values.

<9>

Value Meaning

0x0202 SMB 2.002 dialectrevision number. <10>

0x0210 SMB 2.1 dialect revision number. <11>

0x02FF SMB2 wildcard revision number; indicates that the server supports SMB 2.1 or future

dialect revisions and expects the client to send a subsequent SMB2 Negotiate request
negotiate the actual SMB 2 Protocol revision o be used. The wildcard revision numbe
sentonly inresponse to a multi -protocol negotiate request with the "SMB 2.???" dialect
string. <12>

ris

Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. The server SHOULD

set this to 0, and the client MUST ignore it on receipt <13> .

ServerGuid (16 bytes): A globally unique identifier that is generated by the server to uniquely
identify this server. This field MUST NOT be used by a clientas a secure method of identifying
aserer. <14>

Capabilities (4 bytes): The Capabilities field specifies protocol capabilities for the server. This
field MUST be constructed using the following values.

Value Meaning

SMB2_GLOBAL_CAP_DFS When set, indicates that the server supports the Distributed
0x00000001 File System (DFS).

SMB2_GLOBAL_CAP_LEASING When set, indicates that the server supports leasing. This flag
0x00000002 MUST only be valid for the SMB 2.1 dialect.

SMB2_GLOBAL_CAP_LARGE_MTU When set, indicates that the server supports multi -credit
0x00000004 operations. This flag MUST only be valid for the SMB 2.1
dialect.

MaxTransactSize (4 bytes): The maximum size, in bytes, of the buffer that can be used for

QUERY_INFO, QUERY_DIRECTORY, SET_INFO and CHANGE_NOTIFY operations. This field is

applicable only for buffers sent by the client in SET _INFO requests, or returned from the
serverin QUERY_INFO, QUERY_DIRECTORY, and CHANGE NOTIFY responses. <15>

MaxReadSize (4 bytes): The maximum size, in bytes, of the Length inan SMB2 READ

Request (section 2.2.19 )that the serverwill accept.
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MaxWriteSize (4 bytes): The maximum size, in bytes, of the Length inan SMB2 WRITE
Request (section 2.2.21 ) that the serverwill accept.

SystemTime (8 bytes): The systemtime of the SMB2 serverwhen the SMB2 NEGOTIATE
Requestwas processed; in FILETIME format as specified in MS -DTYP] section 2.3.1.

ServerStartTime (8 bytes): The SMB2 server start time, in FILETIME format as specified in
MS -DTYP] section 2.3.1.

SecurityBufferOffset (2 bytes): The offset, in bytes, from t he beginning of the SMB2 header
to the security buffer.

SecurityBufferLength (2 bytes): The length, in bytes, of the security buffer.

Reserved?2 (4 bytes): This field MUST NOT be used and MUST be reserved. The server may set
this to any value, and the cli ent MUST ignore it on receipt.

Buffer (variable): The variable -length buffer that contains the security buffer for the response,
as specified by SecurityBufferOffset and SecurityBufferLength . The buffer SHOULD <16>
containa token as p  roduced by the GSS protocol as specified in section 3353 .

2.2.5 SMB2 SESSION_SETUP Request

The SMB2 SESSION_SETUP Request packet is sent by the client to request a new authenticated
session within a new or existing SMB 2 Protocol transport connection to the server. This request is
composed ofan SMB2 header as specified in section  2.2.1 followed by this request structure.

StructureSize VcNumber SecurityMode

Capabilities

Channel

SecurityBufferOffset SecurityBufferLength

PreviousSessionld

Buffer (variable)

StructureSize (2 bytes): The client MUST set this field to 25, indicating the size of the request
structure, not including the header. The client MUST set it to this value regardless of how long
Buffer []actually is in the request being sent.
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VcNumber (1 byte): The number of othe  r transport connections that are already established.
The client MUST set this field to 0 regardless of the number of outstanding connections.

SecurityMode (1 byte): The security mode field specifies whether SMB signing is enabled,
required at the server, or both. This field MUST be constructed using the following values.

Value Meaning
SMB2_NEGOTIATE_SIGNING_ENABLED When set, indicates that security signatures are enabled
0x01 on the client. The client MUST set this bit if the

SMB2_NEGOTIATE_SIGNING_REQUI RED bitis notset,
and MUST NOT set this bit if the
SMB2_NEGOTIATE_SIGNING_REQUIRED bit is set. The
server MUST ignore this bit.

SMB2_NEGOTIATE_SIGNING_REQUIRED When set, indicates that security signatures are
0x02 required by the client.

Capabilities (4 bytes): Specifies protocol capabilities for the client. This field MUST be
constructed using the following values.

Value Meaning
SMB2_GLOBAL_CAP_DFS When set, indicates that the client supports the Distributed File
0x00000001 System (DFS) .

SMB2_GLOBAL_CAP_UNUSED1 SHOULD be set to zero, and server MUST ignore.
0x00000002

SMB2_GLOBAL_CAP_UNUSED2 SHOULD be set to zero and server MUST ignore.
0x00000004

SMB2_GLOBAL_CAP_UNUSED3 SHOULD be set to zero and server MUST ignore.
0x00000008

Values other than those that are defined in the previous table are unused at present and
SHOULD<17> be treated as reserved.

Channel (4 bytes): This field MUST NOT be used and MUST be reserved. The client MUST set
thisto 0,and thes erver MUST ignore iton receipt.

SecurityBufferOffset (2 bytes): The offset, in bytes, from the beginning of the SMB 2 Protocol
header to the security buffer.

SecurityBufferLength (2 bytes): The length, in bytes, of the security buffer.

PreviousSessionid (8 bytes): A previously established session identifier. If this is a

reconnect, the client MUST set this value to its previous session identifier to allow the server
to reconnect. If this is not a reconnect, the client MUST set this to 0.

Buffer (variabl e): Avariable -length buffer that contains the security buffer for the request, as
specified by SecurityBufferOffset and SecurityBufferLength . The buffer SHOULD <18>
contain a token as produced by the GSS protocol as specified in secti on 3.35.5 .
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2.2.6 SMB2 SESSION_SETUP Response

The SMB2 SESSION_SETUP Response packet is sent by the server in response to an SMB2
SESSION_SETUP Request packet. This response is composed ofan SMB2 header , as specified in
section 2.2.1 ,thatis followed by this response structure:

Structure Size SessionFlags

SecurityBufferOffset SecurityBufferLength

Buffer (variable)

StructureSize (2 bytes): The server MUST set this to 9, indicating the size of the fixed part of
the response structure not including the header. The server MUST set it to this value
regardless of how long Buffer [Jactually is in the response.

SessionFlags (2 bytes): Aflags fiel d thatindicates additional information about the session.
This field MUST contain either O or one of the following values:
Value Meaning
SMB2_SESSION_FLAG_IS GUEST If set, the client has been authenticated as a guest user.
0x0001
SMB2_SESSION_FLAG_IS NULL If set, the client has been authenticated as an anonymous
0x0002 user.
SecurityBufferOffset (2 bytes): The offset, in bytes, from the beginning of the SMB2 header
to the security buffer.
SecurityBufferLength (2 bytes): The leng th, in bytes, of the security buffer.
Buffer (variable): Avariable -length buffer that contains the security buffer for the response, as
specified by SecurityBufferOffset and SecurityBufferLength . The buffer SHOULD <19>
containa token as produced by the GSS protocol as specified in section 3.253 .

2.2.7 SMB2 LOGOFF Request

The SMB2 LOGOFF Request packet.

StructureSize Reserved
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StructureSize (2 bytes): The client MUST set this field to 4, indicating the size of the request
structure not including the header.

Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. The client MUST set
this to 0, and the server MUST ignore it on receipt.

2.2.8 SMB2 LOGOFF Response

The SMB2 LOGOFF Response packet is sent by the server to confirm that an SMB2 LOGOFF Request
(section 2.2.7 Ywas completed successfully. This response is composed of an SMB2 header , as
specified insection  2.2.1 , followed by this request structure:

StructureSize Reserved

StructureSize (2 bytes): The server MUST set this field to 4, indicating the size of the
response structure, not including the header.

Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. The server MUST set
this to 0, and the client MUST ignore it on receipt.

2.2.9 SMB2 TREE_CONNECT Request

The SMB2 TREE_CONNECT Request packet is sent by a client to request access to a particular share
on the server. This request is composed of an SMB2 Packet Header (section 2.2.1 )thatis followed
by this request structure.

StructureSize Reserved

PathOffset PathLength

Buffer (variable)

StructureSize (2 bytes): The client MUST set this field to 9, indicating the size of the request
structure, not including the header. The client MUST set it to this value regardless of how long
Buffer []actually is in the request being sent.

Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. The client MUST set
this to 0, and the server MUST ignore iton receipt.

PathOffset (2 bytes): The offset, in bytes, of the full share path na me from the beginning of
the packet header.
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PathLength (2 bytes): The length, in bytes, of the path name.

Buffer (variable): Avariable -length buffer that contains the path name of the share in Unicode
inthe form" \\server \share" for the request, as des cribed by PathOffset and PathLength
The server component of the path MUST be a NetBIOS name, a fully qualified domain

name (FQDN) , ora textual IPv4 or IPv6 address, and it MUST be fewer than 256 characters
in length. The share  component of the path MUST be less than orequal to 80 characters in

length. The share name MUST not contain any invalid characters, as specified in MS -FSCC
section2.1.6. <20>

2.2.10 SMB2 TREE_CONNECT Response

The SMB2 TREE_CONNECT Response packet is sent by the serverwhen an SMB2 TREE_CONNECT
request is processed successfully by the server. The server MUST set the Treeld of the newly

created tree connect in the SMB 2 Protocol header of the response. This response is composed ofan
SMB2 Packet Header (section 2.2.1 )thati s followed by this response structure.

1 2 3
0(1|2|3|4|5(6]|7(8]9|0(1]2(3|4(5|6|7(8]9(0]1|2|3|4[5]|6(7]|8|9|0]|1
StructureSize ShareType Reserved
ShareFlags
Capabilities
MaximalAccess
StructureSize (2 bytes): The server MUST set this field to 16, indicating the size of the
response structure, not including the header.
ShareType (1 byte): The type of share being accessed. This field MUST contain one of the
following values.
Value Meaning
SMB2_SHARE_TYPE_DISK Physical disk share.
0x01
SMB2_SHARE_TYPE_PIPE Named pipe share.
0x02
SMB2_SHARE_TYPE_PRINT Printer share.
0x03
Reserved (1 byte): This field MUST NOT be used and MUST be reserved. The server MUST set

this to 0, and the client MUST ignore it on receipt

ShareFlags (4 bytes): This field contains properties for this share.
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This field MUST contain one of the following offline caching propetties:
SMB2_SHAREFLAG_MANUAL_CACHING, SMB2_SHAREFLAG_AUTO_CACHING,
SMB2_SHAREFLAG_VDO_CACHING and SMB2_SHAREFLAG_NO_CA CHING.

For more information about offline caching, see

OFFLINE] .

This field MAY contain zero or more of the following values: SHI1005_FLAGS_DFS,
SHI1005_FLAGS_DFS_ROOT, SHI1005_FLAGS_RESTRICT_EXCL  USIVE_OPENS,
SHI1005_FLAGS FORCE_SHARED_DELETE, SHI1005_FLAGS_ALLOW_NAMESPACE_CACHING,

SHI1005_FLAGS_ACCESS_BASED_DIRECTORY_ENUM,

SHI1005_FLAGS_FORCE_LEVELII_OPLOCK and SHI1005_FLAGS_ENABLE_HASH.

Descriptions of the individual flags follow.

Value

Meaning

SMB2_SHAREFLAG_MANUAL _CACHING
0x00000000

The client may cache files thatare
explicitly selected by the user for offline
use.

SMB2_SHAREFLAG_AUTO_CACHING
0x00000010

The client may automatically cache files
that are used by the user for offline
access.

SMB2_SHAREFLAG_VDO_CACHING
0x00000020

The client may automatically cache files
that are used by the user for offline access
and may use those files in an offine mode
even if the share is available.

SMB2_SHAREFLAG_NO_CACHING
0x00000030

Offline caching MUST  NOT occur.

SHI1005_FLAGS_DFS
0x00000001

The specified share is present in a

Distributed File System (DFS) tree

structure. The server MUST set the
SHI1005_FLAGS_DFS hit in the

ShareFlags field if the per -share property
Share IsDfs is TRUE.

SHI1005_FLAGS_DFS_ROOT
0x00000002

The specified share is the root volume ina
DFS tree structure. The server MUST set
the SHI1005_FLAGS_DFS_ROOT bit in the
ShareFlags field if the share is the root of
a DFS namespace.

SHI1005_FLAGS_RESTRICT_EXCLUSIVE_OPEN S
0x00000100

The specified share disallows exclusive file
opens that deny reads to an open file.

SHI1005_FLAGS_FORCE _SHARED_DELETE
0x00000200

Shared files in the specified share can be
forcibly deleted.

SHI1005_FLAGS_ALLOW _NAMESPACE CACHING
0x00000400

Clients are allowed to cache the
namespace of the specified share.

SHI1005_FLAGS_ACCESS_BASED_DIRECTORY_ENUM
0x00000800

The server wil filter directory entries
based on the access permissions of the
client.

SHI1005_FLAGS_FORCE_LEVELII_OPLOCK

The server will not issue exclusive caching
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Value

Meaning

0x00001000

rights on this share.

SHI1005_FLAGS_ENABLE_HASH

The share supports hash generation for

0x00002000 branch cache retrieval of data. For more
information, see section 22.312
Capalbilities (4 bytes): Indicates various capabilities for this share. This field MUST be

constructed using the following values.

Value Meaning

SMB2_SHARE_CAP_DFS The specified share is present in a Distributed File System (DFS) tree
0x00000008 structure. The server MUST set the SMB2_SHARE_CAP_DFS bit in the
Capabilites  field if the per

-share property Share.lsDfs  is TRUE.

Maximal Access (4 bytes): Contains the maximal access

connecton the share based on the share's permissions. This value takes the form as specified

in secton 2.2.13.1 .

2.2.11 SMB2 TREE_DISCONNECT Request

The SMB2 TREE_DISCONNECT Request packet is sent by the client to request that the tree connect

that is specified in the Treeld withinthe SMB2 header

for the user that establishes the tree

be disconnected. This request is composed of

an SMB2 header, as specified in section 2.2.1 ,thatis followed by this variable -length request
structure.
1 2 3
0(1|2|3|4|5(6]|78[9|0(1]2(3|4]|5 8(9|0|1(2|3(4|5|6|7|8[9]|0(1
Structure Size Reserved
StructureSize (2 bytes): The client MUST set this field to 4, indicating the size of the request
structure, not including the header.
Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. The client MUST set
this to 0, and the server MUST ignore it on receipt.
2.2.12 SMB2 TREE_DISCONNECT Response
The SMB2 TREE_DISCONNECT Response packet is sent by the server to confirm thatan SMB2
TREE_DISCONNECT Request (section 2.2.11 )was successfully processed. This response is
composedofan SMB2 header , as specified insecton  2.2.1 , thatis followed by this request
structure.
1 2 3
0|11|2|3|4|5(6]|7|8[9|0]1|2(3]4]5 819|10(1]2|3(4|5]|6|7(8 0|1
StructureSize Reserved
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StructureSize (2 bytes):

response structure, not including the header.

Reserved (2 bytes):

this to 0, and the client MUST ignore it on receipt.

2.2.13 SMB2 CREATE Request

The server MUST set this field to 4, indicating the size of the

This field MUST NOT be used and MUST be reserved. The server MUST set

The SMB2 CREATE Request packet is sent by a client to request either creation of or access to a file.
In case of a named pipe or printer, the server MUST create a new file.

This request is composed ofan
by this request structure.

SMB2 Packet Header , as specified in section 2.2.1 ,thatis followed

StructureSize

SecurityFlags

RequestedOplockLevel

ImpersonationLevel

SmbCreateFlags

Reserved

DesiredAccess

FileAttributes

ShareAccess

CreateDisposition

CreateOptions

NameOffset

NameLength

CreateContextsOffset

CreateContextsLength
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Buffer (variable)

StructureSize (2 bytes): The client MUST set this field to 57, indicating the size of the request
structure, not including the header. The client MUST set it to this value regardless of h ow long
Buffer []actually is in the request being sent.

SecurityFlags (1 byte): This field MUST NOT be used and MUST be reserved. The sender MUST
set this to 0, and the receiver MUST ignore it.

RequestedOplockLevel (1 byte): The requested oplock level. This field MUST contain one of
the following values. <21> For named pipes, the server MUST always revert to
SMB2_OPLOCK_LEVEL_NONE irrespective of the value of this field.

Value Meaning

SMB2_OPLOCK_LEVEL NONE No oplock is requested.

0x00

SMB2_OPLOCK_LEVEL_II A level Il oplock is requested.

0x01

SMB2_OPLOCK_LEVEL _EXCLUSIVE An exclusive oplock is requested.

0x08

SMB2_OPLOCK_LEVEL BATCH A batch oplock is requested.

0x09

SMB2_OPLOCK_LEVEL _LEASE A lease is requested. If set, the request packet MUST contain

OxFF an SMB2_CREATE_REQUEST_LEASE create context. This
value is only valid for the SMB 2.1 dialect.

ImpersonationLevel (4 bytes): This field specifies the impersonation levelof the application
thatis issuing the create request. This field MUST contain one of the following values.

Value Meaning
Anonymous The client is anonymous to the server. The server process SHOULD impersonate
0x00000000 the client, but the impersonation token MUST NOT contain any information about

the client. The server process MUST NOT obtain identification information about

the client.
Identification The server SHOULD obtain the client's identity, and the server SHOULD
0x00000001 impersonate the client to perform access cont rol list (ACL) checks.
Impersonation The server SHOULD impersonate the client's security context while acting on
0x00000002 behalf of the client. The server MAY access local resources as the client.
Delegate The server SHOULD impersonate the client's security context while acting on
0x00000003 behalf of the client. During impersonation, the client's credentials (both local and

network) MAY be passed to any number of machines.
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Impersonation is specified in MS -SECO] section 5; for more information about impersonation,
see [MSDN -IMPERS].

SmbCreateFlags (8 bytes): This field MUST NOT be used and MUST be reserved. The client
sets this to any value, and the server MUST ignore it on receipt.
Reserved (8 bytes): This field MUST NOT be used and MUST be reserved. The client sets this
to any value, and the server MUST ignore it on receipt.
DesiredAccess (4 bytes): The level ofacc ess that is required, as specified in section 22.131 .
FileAttributes (4 bytes): This field MUST be a combination of the values specified in MS -

FSCC] section 2.6, and MUST NO T include any values other than those specified in that
section. This field is only valid when a file is created.

When a client requests that a file be created or opened, if any bits other than those
documented in [MS-ESCC] section 2.6 are set, the server MUST fail the request with
STATUS_INVALID_PARAMETER.

The server MUST ignore the FileAttributes field when opening an existing file, and the client
SHOULD setthe FileAttributes fieldto 0. <22>

The server MU ST ignore FileAttributes for pipe opens.

For print files, if  FileAttributes includes FILE_ATTRIBUTE_DIRECTORY the server MUST falil
the open with the error code STATUS_NOT_SUPPORTED. All other attributes MUST be ignored
by the server.

ShareAccess (4 bytes): Specifies the sharing mode for the open. If ShareAccess values of
FILE_SHARE_READ, FILE_SHARE_WRITE and FILE_SHARE_DELETE are set for a printer file or
a named pipe, the server SHOULD ignore these values. <23> The field MUST be constr ucted
using a combination of zero or more of the following bit values.

Value Meaning

FILE_SHARE_READ When set, indicates that other opens are allowed to read this file while this

0x00000001 open is present. This bit MUST NOT be set for a named pipe or a printer
file. Each open creates a new instance of a named pipe. Likewise, opening
a printer file always creates a new file.

FILE_SHARE_WRITE When set, indicates that other opens are allowed to write this file while this
0x00000002 open is present. This bit MUST NOT be set for a named pipe or a printer

file. Each open creates a new instance of a named pipe. Likewise, opening
a printer file always creates a new file.

FILE_SHARE_DELETE | When set, indicates that other opens are allowed to delete or rename this
0x00000004 file while this open is present. This bit MUST NOT be setfor a named pipe
or a printer file. Eachope  ncreates a new instance of a named pipe.
Likewise, opening a printer file always creates a new file.

CreateDisposition (4 bytes): Defines the action the server MUST take if the file that is
specified in the name field already exists. For opening named p ipes, this field may be setto
any value by the clientand MUST be ignored by the server. Forother files, this field MUST
contain one of the following values.
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Value

Meaning

FILE_SUPERSEDE

If the file already exists, supersede it. Otherwise, create the file. This value

0x00000000 SHOULD NOT be used for a printer object. <24>

FILE_OPEN If the file already exists, return success; otherwise, fail the operation.
0x00000001 MUST NOT be used for a printer object.

FILE_CREATE If the file already exists, fail the operation; otherwise, create the file.
0x00000002

FILE_OPEN_IF Open the file if italready exists; otherwise, create the file. This value
0x00000003 SHOULD NOT be used for a printer object. <25>

FILE_OVERWRITE

Overwrite the file if it already exists; otherwise, fail the operation. MUST
0x00000004 NOT be used for a printero  bject.

FILE_OVERWRITE_IF Ovenwrite the file if it already exists; otherwise, create the file. This value
0x00000005 SHOULD NOT be used for a printer object. <26>

CreateOptions (4 bytes):

Specifies the options to be applied when creat

ing oropening the file.

Combinations of the bit positions listed below are valid, unless othenwise noted. This field
MUST be constructed using the following values. <27>

Value

Meaning

FILE_DIRECTORY_FILE
0x00000001

The file being created or opened is a directory file. With
this flag, the  CreateDisposition field MUST be set to
FILE_CREATE or HLE_OPEN_IF. With this flag, only the
following CreateOptions values are valid:
FILE_WRITE_THROUGH, and

FILE_OPEN FOR_BACKUP_IN TENT.

FILE_WRITE_THROUGH
0x00000002

The server MUST propagate writes to this open to
persistent storage before returning success o the client
on write operations.

FILE_SEQUENTIAL_ONLY
0x00000004

This indicates that the application intends t read or wri te
at sequential offsets using this handle, so the server

SHOULD optimize for sequential access. However, the

server MUST accept any access pattem. This flag value is
incompatible with the FILE_RANDOM_ACCESS value.

0x000000 08

FILE_NO_INTERMEDIATE_BUFFERING

The server or underlying object store SHOULD NOT cache
data at intermediate layers and SHOULD allow it to flow
through to persistent storage.

0x00000010

FILE_SYNCHRONOUS_IO_ALERT

This bit SHOULD be set to 0 and MUST be ignored by the
server. <28>

0x00000020

FILE_SYNCHRONOUS_IO_NONALERT

This bit SHOULD be set to 0 and MUST be ignored by the
server. <29>

FILE_NON_DIRECTORY_FILE
0x00000040

The file being opened MUST NOT be a directory file or this
call MUST be failed. This fllg MUST NOT be used with
FILE_DIRECTORY_FILE.

FILE_COMPLETE_IF_OPLOCKED

This bit SHOULD be set to 0 and MUST be ignored by the
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Value

Meaning

0x00000100

server. <3 0>

FILE_NO_EA_KNOWLEDGE
0x00000200

The caller does not understand how to handle extended
attributes. If extended attributes are associated with the
file being opened, the server MUST fail this request.

FILE_RANDOM_ACCESS
0x00000800

This indicates that the application intends to read or write

at random offsets using this handle, so the server

SHOULD optimize for random access. However, the server
MUST acceptany access pattern. This flag value is
incompatible with the FILE_SEQUENTIAL_ ONLY value. If
both FILE_RANDOM_ACCESS and
FILE_SEQUENTIAL_ONLY are set, then
FILE_SEQUENTIAL_ONLY is ignored.

FILE_DELETE_ON_CLOSE

The file SHOULD be automatically deleted when the last

0x00002000

0x00001000 open request on this file is closed. When this option is set,
the DesiredAccess  field MUST include the DELETE flag,
as specified in the deletion semantics in FBSO] .
FILE_OPEN BY_FILE_ID This bit SHOULD be set to 0 and the server MUST fail t he

request with a STATUS_INVALID_PARAMETER error if this
bit is set. <31>

0x00004000

FILE_OPEN_FOR_BACKUP_INTENT

The file is being opened for backup intent. That s, it is

being opened or created for the purposes of either a

backup or a restore operation. Thus, the server  MAY
make appropriate checks o ensure that the caller is

capable of overriding whatever security checks have been
placed on the file to allow a backup or restore operation

to occur. The serve  r MAY choose to check for certain
access rights to the file before checking the

DesiredAccess field.

FILE_NO_COMPRESSION
0x00008000

The file cannot be compressed.

FILE_RESERVE_OPFILTER
0x00100000

This bit SHOULD be set to 0 and the server MUST fail the
request with a STATUS_INVALID_PARAMETER error if this
bitis set. <32>

0x00200000

FILE_OPEN _REPARSE_POINT

If the file or directory being opened is a reparse point,
open the repar se point itself rather than the target that
the reparse point references.

FILE_OPEN _NO_RECALL
0x00400000

Inan HSM (Hierarchical Storage Management)

environment, this flag means the file should not be

recalled from tertiary storage such as tape. The recal Ican
take several minutes. The caller can specify this flag

avoid those delays.

FILE_OPEN_FOR_FREE_SPACE_QUERY

Open file o query for free space. The client SHOULD set

0x00800000 this to 0 and the server MUST ignore it. <33>
Name Offset (2 bytes): The offset, in bytes, from the beginning of the SMB2 header to the 8
byte aligned file name. The file name is relative to the share that is found by the Treeld in
the SMB2 header. The NameOffset field SHOULD be set to the offset of the Buffer field from
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the beginning of the SMB2 header. <34> The file name MUST be a valid name as described in
MS -FSCC] section 2.1.5. A zero length file name indicates a request to open the root of the

share. F or a zero length file name, the NameOffset  field SHOULD be set to the offset of the
Buffer field from the beginning of the SMB2 header. <35> Ifthe file name length is greater
than 0 and the first character is a separator character, t he server MUST fail the request with
STATUS_OBJECT_NAME_INVALID. If the file hame fails to conform with the requirements
described in  [MS -ESCC] section 2.1.5, the server MUST fail the request with
STATUS_OBJECT_NAME_INVALID.

NameLength (2 bytes): The length of the file name, in bytes. If no file name is provided, this
field MUST be set to 0.

CreateContextsOffset (4 bytes): The offset, in bytes, from the beginning of the SMB2 header
to the first8 -byte aligned SMB2_CREATE_CONTEXT structure in the request. If no
SMB2_CREATE_CONTEXTs are being sent, this value MUST be 0.

CreateContextsLength (4 bytes): The length, in bytes, of the list of SMB2_CREATE_CONTEXT
structures sentin  this request.

Buffer (variable): Avariable -length buffer that contains the Unicode file name and create
context list,as defined by = NameOffset , NameLength , CreateContextsOffset ,and
CreateContextsLength . The file name must conform to the specification in MS -FSCC
section 2.1.5.

2.2.13.1 SMB2 Access Mask Encoding

The SMB2 Access Mask Encoding in SMB2 is a 4 -byte bit field value that contains an array of flags.
An access mask can specify access for one of two basic groups: either for a file, pipe, or printer

(specified in secton  2.2.13.1.1 ) or for a directory (specified in section 2.2.13.1.2 ).Eachaccess
mask MUST be a combination ofzero or more of the bit positions that are shown below.

2.2.13.1.1 File_Pipe_Printer_Access_Mask

The following SMB2 Access Mask flag values can be used when accessing a file, pipe or printer.

File_Pipe_Printer_Access_Mask

File_Pipe_Printer_Access_Mask (4 bytes): For a file, pipe, or printer, the value MUST be
constructed using the following values (for a printer, the value MUST have at least one of the
following: FILE_WRITE_DATA, FILE_APPEND_DATA, or GENERIC_WRITE).

Value Meaning

FILE_READ_DATA This va lue indicates the right to read data from the file or named
0x00000001 pipe.

FILE_WRITE_DATA This value indicates the right to write data into the file or named
0x00000002 pipe beyond the end of the file.

FILE_APPEND_DATA This value indicates the right to append data into the file or named
0x00000004 pipe.
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Value

Meaning

FILE_READ_EA
0x00000008

This value indicates the right to read the extended attributes of the
file or named pipe.

FILE_WRITE_EA
0x00000010

This value indicates the right to write or change the extended
attributes t the file or named pipe.

FILE_EXECUTE
0x00000020

This value indicates the right to execute the file.

FILE_READ_ATTRIBUTES
0x00000080

This value indicates the right to read the at tributes of the file.

FILE_WRITE_ATTRIBUTES
0x00000100

This value indicates the right to change the attributes of the file.

DELETE
0x00010000

This value indicates the right to delete the file.

READ_CONTROL

This value indicates the right to re ad the security descriptor for the

0x00020000 file or named pipe.
WRITE_DAC This value indicates the right to change the discretionary access
0x00040000 control list (DACL) in the security descriptor for the file or named

pipe. For the DACL data structure, see ACL in [MS-DTYP].

WRITE_OWNER

This value indicates the right to change the owner in the security

0x00080000 de scriptor for the file or named pipe.
SYNCHRONIZE SMB2 clients set this flag to any value. <36>
0x00100000 SMB2 servers SHOULD ignore this flag.  <37>

ACCESS_SYSTEM_SECURITY
0x01000000

This value indicates the rig ht to read or change the system access
control list (SACL) in the security descriptor for the file or named
pipe. For the SACL data structure, see ACL in[MS -DTYP]. <38>

MAXIMUM_ALLOWED

This valu e indicates that the client is requesting an open 1 the file

0x02000000 with the highest level of access the client has on this file. If no
access is granted for the client on this file, the server MUST fail the
open with STATUS_ACCESS_DENIED.

GENERIC_ALL This value indicates a requestfor all the access flags that are

0x1000000 O previously listed except MAXIMUM_ALLOWED and

ACCESS_SYSTEM_SECURITY.

GENERIC_EXECUTE
0x20000000

This value indicates a request for the following combination of
access flags listed above: F ILE_READ_ATTRIBUTES|
FILE_EXECUTE| SYNCHRONIZE| READ_CONTROL.

GENERIC_WRITE
0x40000000

This value indicates a request for the following combination of

access flags listed above: FILE_ WRITE_DATA| HLE_APPEND_DATA|
FILE_WRITE_ATTRIBUTES| FILE_WRITE_EA| SYNCHRONIZE|
READ_CONTROL.

GENERIC_READ
0x80000000

This value indicates a request for the following combination of
access flags listed above: FILE_READ_DATA|
FILE_READ_ATTRIBUTES| FILE_READ_EA| SYNCHRONIZE|
READ_CONTROL.
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2.2.13.1.2 Directory_Access_Mask

The following SMB2 Access Mask flag values can be used when accessing a directory.

Directory_Access_Mask

Directory_Access_Mask (4 bytes):

following values:

For a directory, the value MUST be constructed using the

Value

Meaning

FILE_LIST_DIRECTORY

This value indicates the right to enumerate the contents of the

0x00000001 directory.
FILE_ADD_HLE This value indicates the right to create a file under the directory.
0x00000002

0x00000004

FILE_ADD_SUBDIRECTORY

This value indicates the right to add a sub -directory under the
directory.

FILE_READ_EA
0x00000008

This value indicates the right to read the extended attributes of the
directory.

FILE_WRITE_EA
0x00000010

This value indicates the right to write or change the extended
attributes of the directory.

FILE_TRAVERSE
0x00000020

This value indicates the right to traverse this directory if the server
enforces traversal checking.

FILE_DELETE_CHILD
0x00000040

This value indicates the right to delete the files and directories
within this directory.

0x00000080

FILE_READ_ATTRIBUTES

This value indicates the right to read the attributes of the directory.

FILE_WRITE_ATTRIBUTES

This value indicates the right to change the attributes of the

0x00000100 directory.
DELETE This value indicates the right to delete the directory.
0x00010000

READ_CONTROL

This value indicates the right to read the security descriptor for the

0x00020000 directory.

WRITE_DAC This value indicates the right to change the DACL in the security

0x00040000 descriptor for the directory. For the DACL data structure, see ACL
in [MS-DTYP].

WRITE_OWNER

This value indicates the right to change the owner in the security

0x00080000 descriptor for the directory.
SYNCHRONIZE SMB2 clients set this flag o any va lue. <39> SMB2 servers MUST
0x00100000 ignore this flag.

[MS-SMB2] & v20090924
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Value

Meaning

ACCESS_SYSTEM_SECURITY
0x01000000

This value indicates the right to read or change the SACL in the
security descriptor for the directory. For the SACL data structure,
see ACL in [MS -DTYP].

MAXIMUM_ALLOWED

This value indicates that the client is requesting an open to the

0x02000000 directory with the highest level of access the clienthas on this
directory. If no access is granted for the client on this directory, the
server MUST fail the o pen with STATUS_ACCESS_DENIED.
GENERIC_ALL This value indicates a request for all the access flags that are listed
0x10000000 above except MAXIMUM_ALLOWED and

ACCESS_SYSTEM_SECURITY.

GENERIC_EXECUTE
0x20000000

This value indicates a request for the follo wing access flags listed
above: ALE_READ_ATTRIBUTES| FILE_TRAVERSE| SYNC HRONIZE|
READ_CONTROL.

GENERIC_WRITE
0x40000000

This value indicates a requestfor the following access flags listed
above: ALE_ADD_FILE| FILE_ADD_SUBDIRECTORY|
FILE_WRITE_ATTRIBUTES| FILE_ WRITE_EA| SYNCHRONIZE|
READ_CONTROL.

GENERIC_READ
0x80000000

This value indicates a request for the following acc ess flags listed
above: ALE_LIST DIRECTORY| FILE_READ_ATTRIBUTES]|
FILE_READ_EA| SYNCHRONIZE| READ_CONTROL.

2.2.13.2 SMB2_CREATE_CONTEXT Request Values

The SMB2_CREATE_CONTEXT structure is used by the

SMB2 CREATE Request and the SMB2

CREATE Response  to encode additional flags and attributes: in requests to specify how the CREATE
request MUST be processed, and in responses to specify how the CREATE requestwas in fact

processed.

There is no required ordering when multiple create context structures are

support receiving the contexts in any order.

Each structure takes the following form.

used. The server MUST

Next

NameOffset

NameLength

Reserved

DataOffset

DatalLength

Buffer (variable)
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Next (4 bytes):

NameOffset (2 bytes):

The offset from the beginning of this create context to the beginning of a

subsequent 8 -byte aligned create context. This field MUST be set to O if there are no

subsequent contexts.

The offset from the beginning of this structure to its 8

-byte aligned

name value. The name is represented as four or more ASCII characters and MUST be one of

the values provided in the following table. The structure name indicates wh

at information is

encoded by the data payload. The following values are the valid create context values. The
names are case -sensitive. More details are provided for each of these values in the following

subsections.

Value

Meaning

SMB2_CREATE_EA_BUFFER
"ExiA”

The data contains the extended attributes
that MUST be stored on the created file.

This value MUST NOT be set for named
pipes and print files.

SMB2_CREATE_SD_BUFFER
"SecD"

The data contains a security descriptor that
MUST be stored on the created f ile.

This value MUST NOT be set for named
pipes and print files.

SMB2_CREATE_DURABLE_HANDLE_REQUEST
"DHNQY"

The client is requesting the open © be
durable (see section 3.3.5.9.6 ).

SMB2_CREATE_DURABLE_HAN DLE_RECONNECT
"DHnC"

The client is requesting to reconnect to a
durable open after being disconnected
(see section 3.3.5.9.7 ).

SMB2_CREATE_ALLOCATION_SIZE
"AlSi"

The data containsthe  required allocation
size of the newly created file.

SMB2_CREATE_QUERY_MAXIMAL_ACCESS_REQUEST
"MxAC"

The client is requesting that the server
return maximal access information.

SMB2_CREATE_TIMEWARP_TOKEN
TWrp"

The client is requesting that the server
open an earlier version of the file with the
provided time stamp.

SMB2_CREATE_QUERY_ON_DISK_ID
"QFid"

The client is requesting that the server
returna 32 -byte opaque blob that uniquely
identifies the file being op ened on disk. No
data is passed to the server by the client.

SMB2_CREATE_REQUEST_LEASE
"Rqls"

The client is requesting that the server
return a lease. This value is only supported
for the SMB 2.1 dialect.

NameLength (2 bytes): The length, in bytes, oft  he create context name.

Reserved (2 bytes): This field MUST NOT be used and MUST be reserved. This value MUST be
set to 0 by the sender, and ignored by the receiver.
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